National Police Academy

National Police Academy should now gearup for complete transformation which is not only good
for central also state governments, but every citizen in the country. All ranks of police officers in all
the states needs to enhance their work function in sync with national interest, public welfare, social
good. Citizens, society create criminals & citizen, society make good citizens. New criminal laws
are step for social good - Indian Penal Code, Criminal Procedure Code and Indian Evidence Act
come in the category of major laws. These laws have been re-enacted as Bharatiya Nyaya Sanhita
(formerly IPC), Bharatiya Nagarik Suraksha Sanhita (formerly Cr.P.C.) and Bharatiya Sakshya
Adhiniyam (formerly Indian Evidence Act). Enhancing Indian criminal justice system by replacing
colonial era laws. New laws are stated to be victim centric and more suitable for the new
technological era. They are also stated to be better suited for the present requirements of society and
national security. New criminal laws aim to consolidate the traditional provisions and procedures,
making them more concise, contemporary, and relevant. The Bharatiya Nyaya Sanhita, specifically
addressing organised crime, represents a significant shift in the legal landscape in India, with
immense potential to empower a forensic investigation process. First information reports (FIRs) can
now be filed online through the Crime and Criminal Tracking Network Systems (CCTNS), allowing
e-FIRs and zero FIRs in multiple languages without needing to visit a police station. Central
Government is taking significant steps for enhancing law & order in the country and now its time
for state governments to take immediate actions and make sure to increase social welfare in all
urban and rural areas, justice for all citizens in every city, state. Pushing collaboration between law
enforcement agencies, forensic experts, e-courts, and technology companies can facilitate
information sharing, knowledge exchange, and the development of innovative solutions to help
secure digital evidence.There are incidents recently noticed in India & several countries,
government ministry heads, police officials, government embassies officials personal data, personal
mobile, email, computer system are hacked & threatened using different electronic modes. Several
companies witnessed scam, fraud, hacked mobile (complete tracking of different communication
applications, phone calls, sms), email, other electronic devices, government organisations also
experienced similar issue. In India some people looted common citizens being fake police officer,
fake income tax official, fake cbi officer & asked to deposit money using name of government
officials from police, income tax department, threatening for digital arrest. New criminal laws will
surely help citizens & police department officials to reduce overall crime rate. Ministry of
Electronics need to also gear up for advancement in technology & safeguard common citizens from
digital money frauds, fake digital arrest otherwise common citizens will die without any reason.
Dark Web is reality and mobile phones whether it runs on Android or iOS are getting hacked, police
officials now need to gear up for same. We have case study of companies, individuals from NCR
Delhi, Noida, Gurugram who are using software for digital frauds & scams. Some of the notable
companies, individuals in India whose data is hacked are large law firms, principal secretary of
different government ministries in central and state government, large chartered accountant
companies, senior police officers in different states, senior income tax officials from ministry,
retired IAS, IPS, IRS officers, owners of large news media companies, head of several industry
associations, ministers from different political parties — central & state government India,
ambassadors of different countries. Ministry of Electronics must collaborate with national &
international law enforcement agencies & telecom network companies for same, it will help police
department, enforcement directorate, income tax department, CBI to identify wrongdoers & protect
common citizens, government & industry organisations.

Detailed version of this white paper is available for industry organisations, government departments &
ministries. It is created by the joint efforts of Former head CVC, Former Director Enforcement

Directorate, Former Director CBI, Former Secretary Ministry of Electronics.
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